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Security Engineer –L2 For DLP 
- Overall experience of 4-6 years in Infrastructure Security domain and have minimum relevant 4 year’s experience on DLP operation and troubleshooting.
[bookmark: _GoBack] -Managing and providing L2 support on DLP.

- Helping Local IT teams in troubleshooting DLP issues on non-complaint and not reporting clients.

- Implementation of new policies.

- Creating agent packages.

- Monitoring policy violations.

- Troubleshooting DLP issues in clients.

- Creating reports based on non-complaint systems, incidents, policy violations and highest Offenders.
-Conduct Data analysis 


Email Security/MDM/EDR  – L2 Resource 
· Overall experience of 4-6 years in Infrastructure Security domain comprising of experience in Security services around Email security using products like Symantec, FireEye, Cisco IronPort, etc
· General knowledge of Malware production technology like ATP, EDR using FireEye, Symantec, McAfee, Trend Micro and their associated logging functions and messages
· Knowledge and experience on Network Segmentation, micro-segmentation, Virtualization, Encryption
· Must understand SMTP protocol and email
· Knowledge and experience of Gateway Security Solutions such as Web and eMail gateways from technology OEMs such as Cisco, Symantec & Zscaler or similar technologies
· Two to Three years in Network Security Administration and management of any email security platform including:
· Design and architect email security solutions as per the customer needs
· Good understanding of the various use-cases involved in using these technologies such as Antispam, Anti-malware filtering, content filtering services
· Integrating the email security services with O365, email server along with AD server for authentication
· Providing user role-based access as per business need
· Create customized reports which meets the business requirements
· Hands on experience on full life cycle of On prem and cloud based Mail security implementation or managed security project
· Requirements Analysis to Design, Architecture, Use Case Development, Deployment and Testing in an enterprise environment and integration with cloud-based mail such as O365
· Strong analytical and problem-solving skills to troubleshoot Product related issues, functional, technical and user related issues and incidents
· Experience of transitioning services from incumbent vendors
· Ability to create BAU documentation such as SMTP, EPD, Run books and SOP’s
· Review and analyse Service Setup metrics, including attainment of Service Setup Milestones and Service Levels.
· Good understanding of Network Architecture & Design aspects
· Understanding of security concepts and frameworks such as layered architecture, security by design and zero trust
· Person should have strong networking background with hands on experience on divergent Operating systems such as windows, linux or IOS
· Knowledge and experience on LAN, WAN, Wireless and Wired Networks
· Knowledge and experience on Public cloud infrastructures such as AWS & AZURE
· Experience of working with distributed teams in a collaborative and productive manner
· A self-motivated learner and builder with strong customer focus

